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5G Requirements (TR 38.913)  
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Massive Data with 5G & IoTRise of Machines 

Billions of Smart Connected Devices  

Cloudification of Network InfrastructureGrowing Network Complexity 

Autonomous Driving
1 GB/second

Smart Hospital 
4000 GB/day

Connected Factory 
1million GB/day

Industrial IoT Smart 
Homes/Buildings

Smart Cities Autonomous 
Vehicles 

Large number of Bands & 
Band combinations 

Ultra Dense Networks

Diverse links, traffic, 
services, cells, devices

Source: Amalgamation of analyst data and Intel analysis.
And VNI Global Traffic Forecast. VNI stands for Visual Networking Index.
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Evolving Network Infrastructure

Autonomy for Devices & Networks 

Merging of Physical & Digital Worlds

Immersive Media 

Extended  Reality 

Digital Twins

Growing Role of AI 
Introduction of AI promises significant economic value  
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Sensing and Machine 
Intelligence

10x-100x KPI for Digital 
World Experience

Energy Efficient Networking 
& Computing

Ubiquitous Computing and 
Communication

Cloud-native Programmable 
Network

Trust, Security and 
Resilience
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Standards

▪

▪

▪

▪

▪

5G 5G-Adv 6G

5G →6G

▪

▪
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▪

▪
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▪

–

–

▪

▪

–

–

▪

Code Data rate Area Throughput/Area

LTE turbo code 1.67 Gbps 2.004 mm2 @45nm 0.81

802.11n LDPC code 3 Gbps 0.81 mm2 @45nm 3.70

Polar Code with List L=16 0.46 Gbps 7.47 mm2 @90nm 0.061

DL DL UL DL UL UL DL DL DL UL

▪

▪

μ

▪

▪

▪ →

▪
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NR Rel-16 Study/Work Items

NR beyond 52.6 GHz study (regulation, use case, requirements)

Mobility enhancement

Positioning support

NR Unlicensed

MIMO enhancement

LTE-M / NB-IOT enhancement

NR V2X

2-step RACH

UE power saving

Physical Layer enh. for URLLC 

Industrial IOT (L2/L3)

DC and CA enhancements, RF Spectrum Enhancements

Integrated Access Backhaul (IAB)

Remote interference management (RIM) and cross link interference (CLI)

Solutions evaluation for Non-Terrestrial Network (NTN)

Optimisations on UE radio capability signalling

SON/MDT



▪

▪

▪

Logistics IN Warehouse 

Management

Manufacturing

Assembly

Packing Logistics OUT

Operations
*In-door air quality temperature control

*Industrial light ing

*Machine Auto Diagnosis
*Closed Loop Robot

LTE Cat.M/  5G mMTC
URLLC

NB-IoT/  5G mMTC

LTE

Cat.1bis/  Cat.M

3G/ Wi-Fi



▪ Reduction of device complexity, size, 
minimum bandwidth, Rx/Tx antennas, 
and power consumption

▪ Various use cases between LPWA 
(Low-Power-Wide-Area) and 
eMBB/URLLC such as industrial 
wireless sensor, video surveillance, 
wearable

▪ Improve coverage due to loss of 
complexity reduction

▪ UE power consumption reduction to 
offer multi-year battery lifetime (e.g. 
for industrial WSN – Wireless Sensor 
Network)

14
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• Ubiquitous radio access service via satellite 
(GEO - Geosynchronous Equatorial Orbit 
and LEO - Low-Earth Orbit) and HAPS 
(High Altitude Platforms) using 5G NR 

• ATG (Air to Ground) by leveraging 
solutions for satellite communications

• Both 3GPP power class 3 (smartphone) 
and VSAT (Very Small Aperture Terminal)

• S-band (2GHz carrier frequency) and Ka-
band (20/30GHz for DL/UL)

• Technical challenges on large round trip 
delay, large Doppler shift, large cell size

15

5 G  

R A N

5 G  

C N

NR via
frequency f2

NR via
frequency f1

5 G  

R A N

5 G  

C N

NGc/NGu over
frequency f2

NR via
frequency f1

Transparent (bent-pipe)
satellite/HAPS

Non Transparent (On Board processor)
satellite/HAPS

Gateway
Gateway

5 G  

R A N

5 G  

C N

NR via
frequency f2

NR via
frequency f1

5 G  

R A N

5 G  

C N

NGc/NGu over
frequency f2

NR via
frequency f1

Transparent (bent-pipe)
satellite/HAPS

Non Transparent (On Board processor)
satellite/HAPS

Gateway
Gateway



Intel ConfidentialDepartment or Event Name 1616



• XR/CG application awareness in the 
RAN

• Power saving techniques for UEs 
engaged in XR/CG services

• Capacity improvements for delivery of 
XR/CG services
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• Establish AI-ML framework, model, 
terminology and description

• Evaluation methodology, KPIs
(overhead, inference/training
complexity, robustness),
SLS or LLS evaluations

• Specifications impact

18
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3GPP 6G 
workshop

R17

2022

Rel-20 – 6G tech study Rel-21 – 6G work item

Rel-20 Rel-21Rel-18

2023 2024 2025 2026 2027 2028 2029 2030

Rel-19

Rel-22 – 6G continuation

Rel-20 – 6G Radio 
Reqs study (RAN) RAN

3GPP Releases

9
4

98 102 106 110 114 118 122 126 TSG
#

Rel-22

3GPP releases shown 
between stage 3 completion 
milestones.

Architecture 
decision

First 6G 
re lease 

complete

First 
deployments?

WRC-23 WRC-27

Future 
Tech 

Trends

Vision

Technical Performance 
Requirements

Proposal submissions

Evaluations

ITU

Workshop
IMT-2030

specificationsSimplified IMT-2030 
timeline, option B (TBC)



3GPP 6G 
workshop

R17

2022

Rel-20 – 6G tech study Rel-21 – 6G work item

Rel-20 Rel-21Rel-18

2023 2024 2025 2026 2027 2028 2029 2030

Rel-19

Rel-22 – 6G continuation

Rel-20 – 6G Radio 
Reqs study (RAN) RAN

Rel-20 6G stage-1 
study (SA1)

Rel-20 6G stage 2 study 
(SA2)

Rel-21 6G stage 2 work 
item (SA2)

Rel-21 6G stage 3 

SA

C T

5G Rel-19 stage 2

5G Rel-20 SA1

3GPP Releases

5G Rel-20 stage 2

9
4

98 102 106 110 114 118 122 126 TSG
#

Rel-20 – 6G CT study

5G SA 6G SA 6G CT 6G RAN3GPPC olours:

Rel-21 6G stage-1 
work item (SA1)

Rel-22

5G Rel-19 SA1

5G Rel-18 stage 2

3GPP releases shown 
between stage 3 completion 
milestones.

Architecture 
decision

First 6G 
re lease 

complete

First 
deployments?
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Reach of cyberattacks is expanding

1970s 1980-90s 2000-2005 2005-2010 2010-2017 2017+

Server, PC

Brain
Morris Worm
Michelangelo
Leandro
Tribe Flood DDOS
Melissa

Server, PC, Mobile, ICS

Confliker
ICS-CERT
I Love You
CAESS

Future

Further
expansion

Colonial,
Ukraine.
Estonia

Server attacks

Creeper

Server, PC, Mobile

Code Red
Sasser
SQL Slammer
Cabir Premium

Server, PC, Mobile, ICS,  auto

Stuxnet
Duqu
GSM interface attack
Steel plant attack
Ransomware
Heart Bleed
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A broad field: cybersecurity

Narrow Definition

Activity or process, ability 
or capability, or state whereby 
information and communications 
systems and the information 
contained therein are 
protected...

Broad Definition

Strategy, policy, and standards for 

security of and operations 
in cyberspace. Includes international 

engagement, incident 

response policies, law enforcement, 
information assurance, diplomacy,  

and other areas fundamental for 
security and stability of the global 

information infrastructure…

Abridged from http://niccs.us-cert.gov/glossary#letter_c

National Initiative for Cybersecurity Careers & Studies

Complex space requiring collaboration of a multi-

disciplinary global community for success 

http://niccs.us-cert.gov/glossary
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Some components of cybersecurity

Risk 

management

Privacy, data 

protection

Economics, 

business 

models, 

supply chains

Law 

enforcement

Policies and 

norms

People

Governments

International 

cooperation

Legal 

frameworks

Technology
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Threat/protection balance for 5G

• A number of protective features

• Lessons learned from legacy networks

• As always, new technologies inherit some legacy security/privacy 
issues and new issues are discovered as these new technologies are 

deployed.

– Overall, a good start for 5G
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Applicable classes of threats (examples)

• Remote access exploitation/abuse

• Malicious code

• Information leakage

• Hardware/software manipulation

• Network intrusions

• Spectrum sensing

• Compromised supply chain

• Attacks on virtualization

• Attacks on signaling

• Traffic  sniffing and manipulations

• And many more
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Threat classes (ENISA 5G threat analysis)

• VULNERABILITY GROUPS FOR CORE NETWORK 

• VULNERABILITY GROUPS FOR NETWORK SLICING 

• VULNERABILITY GROUPS FOR RADIO ACCESS NETWORK

• VULNERABILITY GROUPS FOR NETWORK FUNCTION 
VIRTUALIZATION - MANO 

• VULNERABILITY GROUPS FOR SOFTWARE DEFINED NETWORKS

• VULNERABILITY GROUPS FOR MULTI-ACCESS EDGE COMPUTING

• VULNERABILITY GROUPS FOR SECURITY ARCHITECTURE

• VULNERABILITY GROUPS FOR PHYSICAL INFRASTRUCTURE 

• VULNERABILITY GROUPS FOR IMPLEMENTATION OPTIONS

• VULNERABILITY GROUPS FOR PROCESSES 
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Threat areas: illustration
Detailed threat landscapes include hundreds of attacks, most not 
specific to 5G.

Some of the key threat classes (Based on CAPEC):

Manipulation of network 
configuration /data forging

Threat Assets

Routing tables manipulation 
Route Disabling - (582), Contradictory
Destinations in Traffic Routing Schemes -
(481)

SDN, NFV, MANO 

Falsification of configuration data 
Manipulating Writeable Configuration Files -
(75)

RAN, RAT 

DNS manipulation 
DNS Cache Poisoning - (142), DNS Domain
Seizure - (585)

Security
configuration data

Manipulation of access network and radio
technology configuration data

Manipulating Writeable Configuration Files -
(75)

Exploitation of misconfigured or poorly
configured systems/networks

Exploiting Incorrectly Configured Access
Control Security Levels - (180)
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Threat areas II

Denial of service Threats Assets

Distributed denial of service (DDoS) Flooding - (125), Traffic Injection - (594) SDN, NFV

Amplification attacks Flooding - (125), Amplification - (490) MEC

MAC layer attacks Man in the Middle Attack - (94) 

CLOUDJamming of the network radio Jamming - (601)

Authentication traffic spikes 
Authentication Abuse - (114), Traffic Injection
- (594)

Source:  MITRE and EU Spider at https://spider-h2020.eu/ 
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Threat agents

In order to address threats, threat agents need to be understood.

• Cyber criminals 

• Insider (own, third parties) 

• Nation states 

• Hacktivists 

• Cyber-fighters 

• Cyber-terrorists 

• Corporations 

• Script kiddies

(ENISA, https://www.enisa.europa.eu/publications/enisa-threat-
landscape-report-for-5g-networks)
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5G protective features

• Inter-operator security

– Inter-operator security in 5G is provided by security proxy servers, which are 
essentially an evolution of 2G, 3G, and 4G signaling firewalls

• Security and privacy support

– 5G networks use the home network public key for asymmetric encryption

• Primary authentication

– Network and devices are mutually authenticated

• Secondary authentication 

– Data transmission networks outside the mobile operator domain, such as Wi-Fi 
calling, undergo secondary authentication. 

• Key hierarchy

– 5G employs key separation limiting the damage if a part of the infrastructure is 
compromised.
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Protective features (continued)

• Radio network protection

– In the base station (gNB) in 5G, the data processing module (Central Unit, or 
CU) and the radio module (Distributed Unit, or DU) are separated. The CU and 
DU interact via a secure interface preventing the attacker from breaching the 
operator's network, even if gaining access to the radio module

• Network slicing

– Each slice is allocated its own resources (bandwidth, service quality, and so on) 
and has unique security policies. In theory, a compromise of any one slice 
should not impact the other slices or the network as a whole.

– Source: GSMA
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Protective technologies & processes available

• Secure configuration

• Software hardening

• Hardware root of trust

• Resilient supply chain

• Secure hardware and software development process




