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Trustworthy Al: principles,
governance and enabling policy

M-H. Carolyn Nguyen
Director, Technology Policy, Microsoft

Al overview

Principles for trustworthy Al
Responsible Al at Microsoft
Shaping Al policy development

o W

Al policy considerations




Artificial intelligence




Fconomic Impact
of Artificial Intelligence

*PwC, 2018

14% 1 in global GDP by 2030, $15.7 Trillion*
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Accelerating Al innovation

Speech Speech Language
Vision Recognition Reading Translation Synthesis Understanding

o @ O C

2016 2017 2018 2018 2018 2019

Object recognition Speech recognition Reading comprehension Machine translation Speech synthesis General Language
human parity human parity human parity human parity near-human parity Understanding human parity




Project Tokyo: inclusive design

Cecily Morrison, MBE, Microsoft Researcher

Visual agent technology that extends the capabilities of people who are blind and low-vision by
dynamically lighting up the social landscape and enable more natural social interaction.




Advances That Make Al Real

Vast amounts of data Huge computational power
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Al as a Cloud Service

Software as a Service (SaaS)

o o E
l ' ' l services

Applications

Cloud applications (e.g., Al, cognitive services)

Platform as a Service (PaaS)
On-demand application-hosting environment (e.g., Azure)

Security &
Management

suonesado

Infrastructure Services

Infrastructure as a Service (laaS)

Basic compute, network and storage resources

10



The Promise
of Artificial Intelligence

Al for Good




FarmBeats————

FarmBeats provides farmers with
access to Microsoft Cloud and Al
technologies, enabling data-driven
decisions to improve agricultural
yield, lower overall costs, and reduce
the environmental impact of
agricultural production
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Design Al to amplity
human ingenuity

Principles and Policies
for Trustworthy Al

Reasoning Understanding Interacting



Design Al to Earn Trust

Al isn't just another piece
of technology. It could be
one of the world’'s most
fundamental pieces of
technology the human
race has ever created.

— Satya
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Fairness Reliability

& Safety

Privacy &
Security

Inclusiveness

Accountability

Transparency
14



Fairmness Che New York Cimes

Facial Recognition Is Accurate, if You’re a White Guy

By STEVE LOHR FEE. 9, 2018

Understand how
bias can be introduced and
affect recommendations

Attract diverse pool of Al talent

Develop analytical techniques to
detect and eliminate bias

Human review and domain
expertise
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Gender was misidentified in up to 7 percent of lighter-skinned females in a set of Gender was misidentified in 35 percent of darker-skinned females in a set of 271
296 photos. photos.
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Reliability & Satety

Evaluate training data, data provenance and
integrity

Test extensively (and enable a user
feedback loop)

Monitor ongoing performance

Design for unexpected circumstances—
including nefarious attacks

Human in the loop
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Privacy & Security

Comply with existing privacy laws (e.g. the General
Data Protection Regulation)

Provide transparency about data collection and use

Use de-identification techniques to promote both
privacy and security

Design systems to protect against bad actors

17



Inclusiveness

Inclusive design practices to address
potential barriers that could
unintentionally exclude people

Enhances opportunities for those
with disabilities

Build trust through contextual
INnteraction

EQ in addition to 1Q

18



Transparency

People should understand how
decisions were made

Provide contextual explanations

Make it easier to raise awareness of
potential bias, errors and unintended
outcomes

19



Accountability
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their systems operate
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Today's Workplace
Transformed

Changing nature of work and jobs
The on-demand economy

Focus on skills training




Al Policy Development

« Responsible Al at Microsoft
 Shaping Al policy development




Our Approach to Responsible Al

& 4

Innovating Empowering

others

Fostering positive
impact

responsibly

Al Business School Industry working grou@
@ce and tooling inno@s Gndustry case studieD <Shaping public poIicD
Company-wide govern@ Practical tools and guidan} Al for Good grants

O Will discuss here O Will discuss in later presentations
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Sensitive
Uses of Al

Al Reliability
and Safety

ar K @

Human-Al Fairness Intelligibility &  Engineering Human
Collab and and Bias Explainability ~ Practices for Attention &
Interaction Al Cognition

AETHER Committee

Al Ethics and Effects in Engineering and Research



The Office of Responsible Al

Case
management

Internal
policy

Set company-wide policies and
practices for responsible Al.

Enablement

Ensure readiness to adopt Formulate and advocate for
responsible Al practices

within Microsoft.

Operate intake and triage
function for Sensitive Uses.

responsible Al policies
externally.

Ensure that roles and

responsibilities are
defined clearly.

Support our customers
and partners to
do the same.




ACADEMIC
NOM PROFIT ORGANIZATIONS INDUSTRY IMNSTITUTIOMNS

PARTNERSHIP ON Al 61 20

1 0 0 PARTMERS IM 1 3 COUNTRIES

Mission:

« Develop and share best practices EEJ 57 j’
« Advance public understanding FAIR,

SAFET?;EFITIEAL TRANSPARENT, &
ACCOUNTABLE AI

AI, LABOR, &
THE ECONOMY

* Provide an open & inclusive platform for
discussion & engagement

. . ) Qo
« Foster Al for socially beneficial purposes Ca 00 @

SOCIAL &
BETWEEN PEOPLE SOCIETAL AL & SOCIAL
INFLUENCES OF GOOD

& AI SYSTEMS AL



Al Policy Framework

Values & Principles

Enable broad deployment and continued innovation

Practical principles for trustworthy and human-

Best
centered A Practices & Open Laws &
: : Standards )
o Sharmg of best pracUces Codes of Source Regulations

Conduct

Voluntary, consensus-based, market-driven standards

Sectoral, technology-neutral regulation it necessary Multistakeholder Engagements

Aregulatory environment that fosters trustworthy Al ‘

27

Multi-stakeholder dialogues




Global Al Policy Development:
Competitiveness and Leadership

) | [ O UL S

=T < hmime— -1 I
= w1 1O [
Il e E hk_
e C =t
2y G C7/ g"g @) OECD

BETTER POLICIES FOR BETTER LIVES
G7 %2018 FRANCE

* National Al strategies
— Economic growth & innovation
— Al research, infrastructure, platforms . _
— Al governance commission & oversight = i = J
— Education & awareness
— Skills development
— Strategic relationships
— National security

* Multilateral organizations

* Bilateral and regional
collaborations

CHARLEVOIX = BIARRITZ .
¥ GPAl
v United e . ' GLOBALA.I.
M@” Nations L] @ AJ%?SQ@) IPB,. GOVERNANCE
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UN Roadmap on Digital Cooperation

Roadmap for
Digital Cooperation

"Supporting Global Cooperation on Al:
Al must be trustworthy, human rights based, safe, and JUNE 2020
sustainable and promote peace”.

Create a multi-stakeholder advisory body on Global Al
cooperation to:

 Build global capacity for the development and use of Al

« Address the lack of representation and inclusiveness in
global discussions

« Harness Al to support the Sustainable Development Goals

5%# Nations

29



OECD Principles and Recommendations for Artificial Intelligence

OECD countries (36)+ Argentina, Brazil, Colombia, Costa Rica, Peru, Romania
adopted 22 May 2019,

* G20 countries adopted Principles 9 June 2019,
* Principles for responsible stewardship of trustworthy Al
1. Inclusive growth, sustainable development and well-being
2. Human-centred values and fairness
3. Transparency and explainability
4. Robustness, security and safety
5. Accountability

» National policies and international co-operation for trustworthy Al:
1. Investing in Al research and development

2. Fostering a digital ecosystem for Al
3. Shaping an enabling policy environment for Al . Adopted with OECD countries
4. Building human capacity and preparing for labour market transformation . G20 countries outside of OECD

5. International co-operation for trustworthy Al EU countries as part of G20



OECD: Moving from Principles to Practice

OECD. Al

OECD.org Going Digital Toolkit

Policy Obseruatory Experts & blog v Al Principles ~  Policy areas v  Trends & data v  Couniries & initiatives v

* Platform to share and shape public policies for responsible,
trustworthy and beneficial Al

— Multi-disciplinary

— Evidence-based analysis

OECD Al Principles Al Policy areas
G|Oba| m u |ti_S-ta keho|der- a r—tnershi S Wondering what standards to apply to Al polici Explore how Al affects everything from transport to
p p and practices? jobs and education.
COVID 19
The Al Principles give guidance for a human-centre Find out about Al's impact on work innovation,
Real_time data trustworthy approach. productivity and skills. Al-powered live news, daf

» COVID-19 watch
* International cooperation

» OECD Network of Experts on Al (ONE Al)
1) C|aSS|fy|ng Al SyStemS Countries & initatives

Explore over 300 Al policy initiatives from over 60
countries.

2) Implementing trustworthy Al

technologists and others.

Video

The Launch of the OECD Al Policy Observatory

3) National Al policies
4) Al Compute



OECDA!

Evidence-based policy making with Microsoft Academic Graph & Linkedin Economic Graph

Al publications vs GDP per capita by country, region, in time
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Al Policy Considerations




Facial Recognition

Government regulation is needed

Principles Microsoft adopted:
« Fairness

« Transparency
 Accountability

« Non-discrimination

« Notice and consent

- Lawful surveillance

U.S. State of Washington law passed
Mar 2020

34



Privacy and General Data Protection Regulation

Privacy is fundamental to trust and adoption of Al

 Comprehensive data protection regulation enables responsible Al
Innovation

» General Data Protection Regulation (GDPR) principles
— Transparency and accountability

— Individual empowerment and control
— Corporate responsibility
— Enforcement and redress

« Additional considerations
— Data minimization may lead to bias

— Encourage use of pseudonymized data and privacy-
preserving technologies

— Legitimate interest in data processing
— Contextual use of data

 Global interoperability facilitates cross-border data flow




Trusted Data Sharing

6 Closing the data divide: the need for open data

Access to data is fundamental to Al development

* There will be lots of data* % \) @) Data C
. pen Data Campaign

— 2025: 75 billion loT devices, ~463 exabytes of data generated per
day, most from sensors (200M DVDs)

— 2030: 90% of population older than six will be online
* Value of data

: Data collaboration Data collaboration Tools and capabilities to
— Ufse of public-sector data can add 0.19%-1.5% of GDP, and 1%-2.5% orncioles | T himehin | moke stk aing sser
of GDP when private-sector data are included”

— Informed policy-making Open 20 by 2022:

o GI’OWiﬂg data divide Usable  Climate change « Data use agreements
_ _ o ) « COVID-19 « Open Data Policy Lab

* Trusted data sharing requires holistic approach Empowering . Health research | - Differential privacy

» Technology securing data at rest, in transit, and in use Secure . Education . Azure open datasets

: Private
* Pdlicy & regulatory framework - Labor market

* Todls to enable data sharing

« Data-sharing culture | | E‘ES%': " E THEGOVLARB

*How Much Data Is Created Every Day? [27 Powerful Stats] (seedscientific.com)
AN OECD



https://seedscientific.com/how-much-data-is-created-every-day/

Cross-border data flow

Challenges to “data free-flow with trust” (DFFT)
— Lack of interoperable privacy frameworks & Schrems ||
— Unlimited government access to data
— Data localization measures

People are concerned about privacy & security of their
data and (foreign) government access

Companies need regulatory certainty to protect customers
data & fulfill potential of cloud

Law enforcements are concerned about national security

Some principles for consideration:

— Internationally interoperable legal regimes that minimize
conflicts of law, with mechanisms to resolve conflicts.

— Data minimization in seeking access to data.
— Transparency & accountability on government access to data.




Ensuring Al
Empowers Us Al

Technology + Policy

OECD Integrated Policy Framework

" Growth and

well-being

38




Key Learnings

Trust is foundational to realizing the potential of Al

* All stakeholders have roles in the development and deployment of trustworthy Al
e Organization-wide governance is essential to developing a responsible-Al culture

 The OECD Principles for responsible stewardship of trustworthy Al is the most widely
accepted set of principles by governments around the world —and is a good basis for any
national/regional Al strategy

 Comprehensive privacy and data protection regulation enables responsible-Al innovation
* Trusted data sharing requires a holistic approach and a data sharing culture
e Cross-border data flow with trust enables full cloud and Al potential

* A whole-of-government approach can ensure that Al empowers us all




Thank youl!
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Microsoft Resources

* The Future Computed: Artificial Intelligence and its Role in Society
(https://blogs.microsoft.com/blog/2018/01/17/future-computed-artificial-intelligence-role-society/)

* The Future Computed: Al and Manufacturing (https://news.microsoft.com/futurecomputed/)

* Al resources: www.microsoft.com/ai

— “Learn”: Al Business School, Al School, Al Lab, Experience Al

— “Approach”: Responsible Al

 Digital skills: www.microsoft.com/digital-skills

* Al for good: www.microsoft.com/ai/ai-for-good

e Al research: www.microsoft.com/research/research-area/artificial-intelligence

e OECD Al Policy Observatory: oecd.ai



https://blogs.microsoft.com/blog/2018/01/17/future-computed-artificial-intelligence-role-society/
https://news.microsoft.com/futurecomputed/
http://www.microsoft.com/ai
http://www.microsoft.com/digital-skills
http://www.microsoft.com/ai/ai-for-good
http://www.microsoft.com/research/research-area/artificial-intelligence
http://www.microsoft.com/digital-skills
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Al for Good

Empowering the people working to

J /j

Al for Al for Hurﬁ:::;rian Al for
Accessibility Earth Action Cultural Heritage

. /A




Health is a
global issue

Technology's role:
« Advancing research

« Democratizing data
» Protecting against health crises

» Improving access to care for
underserved populations




Al for Health

A $60 million, five-year
philanthropic program created
to empower those working to
tackle some of the toughest
challenges in health.




Collaborating with grantees

Access to
Microsoft’s

Technology
Azure grants top data and
research

scientists

expertise
and resources

IH| A foundation of privacy, security, and ethics
Q” Developed in collaboration with leading health experts

"% Open source models shared with research community



Focus areas

Quest for Discovery

Accelerating medical research to advance
the prevention, diagnoses, and treatment
of diseases.

Global Health Insights

Increasing our shared understanding of
mortality and longevity to protect against
global health crises.

Health Equity

Improving access to care for underserved
populations.




Al for Health partners and grantees




Grantee: Novartis
Foundation

Working to eliminate leprosy

200,000 new cases diagnosed yearly

Early diagnosis helps improve prognosis and
limit disease transmission

Developing Al-enabled digital tool to classify
images of lesions

Tool enables referral to healthcare professionals
for early diagnosis

Through the Global Partnership for Zero
Leprosy, the imagery database and Al code will
be made publicly accessible to empower leprosy
researchers around the world.




Novartis Foundation



Al for Health
COVID-19 Response

Impact areas
Data and insights

Treatment and diagnostics
Allocation of resources

Dissemination of accurate
information

Basic scientific research

https://blogs.microsoft.com/on-the-issues/2020/04/09/ai-for-

health-covid-19/



https://blogs.microsoft.com/on-the-issues/2020/04/09/ai-for-health-covid-19/

Accelerating research and keeping communities safe

Progress to date 8%

« Awarded 150+ grants since April - 309
2020 °

» Research length sometimes reduced
from months to days

214%

Al for Health
COVID-19
« Expedited work helps policymakers Response
make data-driven public health and

safety decisions
331%
8%

https://blogs.microsoft.com/on-the-issues/2020/11/09/ai-for-
health-covid-19-update/



https://blogs.microsoft.com/on-the-issues/2020/11/09/ai-for-health-covid-19-update/

COVID-19 partners and grantees



Grantee:
Folding@home

Working across borders to better
understand COVID-19

» Distributed computing project at
Washington University in St. Louis

 Organizing millions of volunteers to
run COVID-19 protein simulations

* Accelerated by Azure to run
simulations at speed and scale

» Using Al to better understand the
relationship between proteins and
diseases with a goal of accelerating
new therapeutics, including for
COVID-19




Grantee: UCB

The COVID-19 Moonshot Project

Using Al and computational design
to accelerate drug discovery

« A grassroots employee volunteer
effort to accelerate research to
combat COVID-19

* Identified 150 new molecules that
could potentially counteract
replication of the SARS-CoV-2 virus
and aid in drug therapies

 Utilized the massive compute power
of the cloud to do in weeks what was
not possible on internal infrastructure






https://www.youtube.com/watch?v=-oRqAMxlxtE&feature=youtu.be

COVID-19 High Performance
Computing Consortium
*x Kk %k

Advancing the pace of scientific
discovery to stop the virus

 Private-public effort spearheaded by
White House Office of Science and

Technology Policy L [ L B UE Ll HOE
* Provides researchers access to world'’s

most powerful high-performance
computing resources
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THE WHITE HOUSE

WASHINGTON

* Microsoft is a founding member and | |
provides grants through Al for Health https://covid19-hpc-consortium.org/



https://covid19-hpc-consortium.org/

Grantee:
Duke University

Addressing short supply of ventilators

« COVID-19 High Performance
Computing Consortium + Al for
Health grantee

« Two-person ventilator splitting is
possible and can help with supply
issues, but only for patients
with similar characteristics

« Conducted millions of simulations to
determine optimal volumes and
pressures expected for ventilator
splitting between two patients
with different characteristics

« Submitted for emergency FDA
approval
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https://www.youtube.com/watch?v=E6qy3N-ZVqw&feature=emb_logo

Understanding and tracking progress

COVID-19 Spread Analysis Geo Analysis
Download Data

Al for Health COVID-19 29,490,178 e G (o) v (D) e i

Confirmed Cases
° ° ° This maps shows the total number of cases by country/region Country/Region Cases R
Wednesday, 09/16/20 2
a a I S u a Iza I O n S United States 6,542,986
379 Cases per 100K people India 5.020359
931.846 Deaths
Confirmed Cases by Country/Region Brazil 4,345,610
K . Russia 1.079.519
L] L] L] L]
[ ) R Peru 733.860
Geolocation:
Colombia 721,892
. United States Mexico 671716
available to everyone
) Search Spain {03167
Afghanistan Argentina 565.446
Albania Chile 437,983
° Algeria Iran 407.353
* Full transparency Into .
Angola “J’ - T United Kingdom 374,232
f b | (tgdila 4 o Sudan Bangladesh 341,056
A E i Ba ia
S CO p e O p ro e I I l Antiote S Barbuca Cameroon ‘ Malaysia & ' Saudi Arabia 326,930
Argentina Kenya ' >
s !gma, Pakistan 303,089
Armenia \G i
Abilis Angola uine Irag 298,702
e O Australia Madagascar Turkey 294,620
Namibia
® Austria Australi Italy 289.990
SouthYAfrica 2
I Azerbaijan Philippines 269.407
Bahamas Germany 263.663
to Ze ro to tra C k Bahrain Indonesia 225,030
I Bangladesh © Mapbox © OpenStreetMap Improve this map Ukrsine 162.660
Barbados  — — Israel 161213,
p rog reSS g O a y belarus 0 cases 1-1,000 1,001 - 10,000 10001 - 50.000 50,001 - 100,000 100,000+ Canada 138,010
Microsoft Information about Sources Contact us at
Al for Health Click Here aishc19@microsoft.com

https://www.microsoft.com/en-us/ai/ai-for-health-covid-data



https://www.microsoft.com/en-us/ai/ai-for-health-covid-data

Grantee: Washington State

Department of Health Governor's Office

Providing the public with timely and accurate data Data-driven, county-level decision-making

« Interactive dashboard gives local population the « Dashboard provides data used to decide whether it's

most up-to-date information on the COVID-19 safe for a county to enter a new phase of reopening
outbreak in their area

Phase and Risk COVID-1% Disease Testing Capacity Healthcare System
Assessment Activity

§), PHASE AND RISK ASSESSMENT

Case Investigations Populations at
Readiness and Contact Tracing Higher Risk

Current Status Epidemiologic Curves Cumulative Counts Demographics Testing

COVID-like lliness Hospitalizations

Dala as of Oclober 28, 2020 11:59PM PT
&. CURRENT STATUS Data as of October 14, 2020 11:59PM PT

COVID-19 in Washington State Learn
m County Phases and Risk Assessment: Mara
Select an Option Eg:vli?r::diz::‘::h;nogs:’i:aIsi::t:ons and Deaths by County Learn This map shows the current phases and the key metrics used to determine counly readiness lo move between phases.
g N Select a county to see the status of key metrics lor that particular county, or select a key metric for additional detail
COVID-19 has spread throughout mast of Washington State. Confirmed cases, hospitalizations and deaths happened to people who More Salacl a O " ¥
J Selecl a Counly
have had a positive molecular test for COVID-19. ¥ - R
Hospitalizations " y Washington State key metrics Phases by County
Al
Deaths ] Confirmed Cases by County Legend —— a= | crare
Confirmed Cases 96,185 Goal
5 q Select a key metrie
Select County Hospitalizations 7,956 . 4,920 + - ) Rate per 100K of newly diagnosed 1122 <25 No
Rate per 100K newly cases over two weeks
Al " Deaths 2,232 I 3,691 to 4,920 it e
Percent of Deaths 2.3% P 246110360 Auerage daly COVD. I testing rate 2210 - =
(deaths/confirmed 1,231 to 2,460 Daily testing rate
Tabular View cases) 1101230 Percent of posilive tesls over a 3.7% «2% No
to 1, week”
Total Tests 2,169,192 0 Percent of positive
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[ ChantView ] Sources: Washinglan State Department of Health
LHJ websites 352 of 96,185 confirmed cases do not have an assigned county [ Tabular View ]
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https://www.doh.wa.gov/Emergencies/COVID19

https://coronavirus.wa.gov/what-you-need-know/covid-19-risk-
assessment-dashboard
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https://coronavirus.wa.gov/what-you-need-know/covid-19-risk-assessment-dashboard
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Microsoft Al for Health
Announcement

Using Al to advance the health
of people and communities
around the world - Microsoft
On the Issues

Using Al to advance the health of people
and communities around the world

Jan 29,2020 | John Kahan - Chief Data Analytics Officer

Photograph courtesy of Novartis Foundation

The health of people and communities around the world has been improving over time.
For example, the steep decline in child and maternal mortality is a key indicator of positive

Microsoft Al for Health
Website

https://www.microsoft.com/en-
us/ai/ai-for-health

B¥ Microsoft | Al soductsasenices < Asp

Al for Health

Understanding COVID-19

COVID-19. As 5

Our commitment

ion, five-year philanthropic program from Macrosoft.
t chalk health. We are pro

Al for Health is a new $60 mill
tackling some of the toughes

Quest for discovery
h

Programs making an impact

Learn more sbout the organizaticns we are working with,

Microsoft Al for Health
CoVID-19
Announcement

Mobilizing Al for Health to
fight against COVID-19 -
Microsoft On the Issues

Mobilizing Al for Health to fight against
COVID-19

Apr 9, 2020 | John Kahan - Chief Data Analytics Officer

Sr———— | e
e e

On January 29, 2020, we announced the launch of Al for Health, an initiative to advance
the health of people and communities around the world. This five-year commitment was
created to empower nonprofits, researchers and organizations with Al and data science

tools.


https://blogs.microsoft.com/on-the-issues/2020/01/29/ai-for-health-child-mortality/
https://www.microsoft.com/en-us/ai/ai-for-health
https://blogs.microsoft.com/on-the-issues/2020/04/09/ai-for-health-covid-19/

Privacy Challenges

Privacy is a major issue by which we are all impacted, but current
methods for preserving privacy have limitations.

Option 1: Opt out
Limitation: Blocks critical insights needed to unlock additional knowledge relevant for cancer
research, rare disease, opiod crisis, etc

Option 2: De-identify the data

Limitation: Eliminates critical elements needed to answer research questions.
Limitation: When combined with other data, personal information can often be re-identified

We need new techniques that preserve privacy yet enable robust data
analysis



Case Study in Re-identification
Governor William Weld’s Medical Information

William Weld was the governor of
Massachusetts (1991-1997)

HMO's released hospital data to researchers
for the purpose of improving healthcare and
controlling costs

HMOs hospital data

Ethnicity

Vist
date

Diagnosis l Procedure

Medication

Total
charge

Zip Birth Gender

Latanya Sweeney, an MIT grad student in
computer science, bought for $10 voter
registration data for Cambridge, MA

She cross linked this voter data with the HMO
data and was able to identify the medical
records of the governor

code date

Governor Willaim Weld
Zip Birth Gender | Name | Address  Party Last
code date affiliation | yoted

Registration data



Researchers rely on techiniques like de-identification & Microsoft

Technique does not always work to protect privacy and keep the meaning of the data, limiting researchers' ability
to analyze and find new insights.

Personal Data De-identification of data
inform ation Dots are attributes of an individual

(e.g. age, sex, race, etc)

Ashley Ethan

FEEK

Ashley Ethan
00000000 OCDOCOOONOS

Insights and @ Ashley Ethan identifiable
analytics
State level
Geo-spatial analysis analysis
. I
Rate per capita '\AIN“J'INWII W 54.106

Gender percent of total 74% male
over time

Differential privacy ~

Microsoft CELA Data Science and Analytics

De-identification



Researchers rely on techiniques like de-identification & Microsoft

Technique does not always work to protect privacy and keep the meaning of the data, limiting researchers' ability
to analyze and find new insights.

Personal Data De-identification of data Re-identification of data
info rm ation Dots are attributes of an individual Attributes of an individual are removed
(e.g. age, sex, race, etc.) (e.g. age, sex, race, etc.)

FEEK

Ashley Ethan

Ashley Ethan
00000000 OCDOCOOONOS

Insights and @ Ashley Ethan identifiable Cannot identify individuals
analytics
State level National level
Geo-spatial analysis analysis analysis
' W W
Rate per capita W‘J‘ﬁﬂww h 54.106 \AINHJ'V"\JWV‘J h 54.106

Gender percent of total 74% male Analytics not available
over time

Differential privacy ~

Microsoft CELA Data Science and Analytics

De-identification



Researchers rely on techiniques like de-identification & Microsoft

Technique does not always work to protect privacy and keep the meaning of the data, limiting researchers' ability
to analyze and find new insights.

Personal Data De-identification of data Re-identification of data
info rm ation Dots are attributes of an individual Attributes of an individual are removed Grey dots are attributes of an individual
(e.g. age, sex, race, etc.) (e.g. age, sex, race, etc)) Blue triangles: example of publicly available information

Blue squares: example of purchased information

FEEK

[ ] [ N N L N [ N L
Ashley Ethan
Ashley Ethan
N X N N NN NN NN N NN K
Insights and @ Ashley Ethan identifiable Cannot identify individuals @ Ashley Ethan identified
analytics
State level National level National level
Geo-spatial analysis analysis analysis analysis
' W W W
Rate per capita MNﬂJn W’WW W 54.106 \Wﬂdn W’WW W 54.106 Wﬂdn ﬂ“ﬁv’w I 54.106

over time

Gender percent of total Wﬁ 74% male Analytics not available Analytics not available

Microsoft CELA Data Science and Analytics

Differential privacy ~

De-identification



Differential Privacy—What is it?

Developed in 2006 by a team of researchers led by Cynthia Dwork, Distinguished
Scientist at Microsoft Research

A privacy preserving technique that provides a mathematically provable
guarantee of privacy protection

Works by introducing relatively small inaccuracies, or statistical noise, into the

calculations/queries
These inaccuracies are large enough to protect privacy, but small enough such that the answers
provided to analysts and researchers are still useful
The amount of information revealed from each query is calculated and deducted from an overall
privacy budget to halt additional queries when personal privacy may be compromised.

Protects an individual’'s information as if the information was not used in the

analysis at all
Masks the contribution of any single individual, making it impossible to infer information

specific to an individual



Differental privacy ensures data is kept private while ¥ Microsoft
providing statistically equivalent outcomes.

Personal Data Differential privacy
infO rmation Dots are attributes of an individual

(e.g. age, sex, race, etc.)

Ashley Ethan

AshleyEthan 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Insights and @  Ashley Ethan identifiable

analytics
\«pu'b"r’vmfm MMW

State level Rate per capita  Gender percent
analysis 54.106 74% male

Microsoft CELA Data Science and Analytics

Differential privacy ~

Differential privacy overview



Differental privacy ensures data is kept private while ¥ Microsoft
providing statistically equivalent outcomes.

Personal Data
information

Dots are attributes of an individual
(e.g. age, sex, race, etc.)

Ashley Ethan

AshleyEthan 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Insights and
analytics

@® Ashley Ethan identifiable

\«pu'ﬂ"rmvm MMW

State level Rate per capita  Gender percent
analysis 54.106 74% male

Differential privacy ~

Differential privacy overview

Differential privacy

Random responses and
noise introduced

@ Ashley Ethan data

Randomized response

Noise (Laplace mechanism)

L ]
®
[
N $i
L ]
= o
L ]
O
[ ]
]
o
Cannot identify individuals
Outcome of the analysis is statistically equivalent
Vs AWWM
State level Rate per capita Gender percent
analysis 54.108 74.2% male

Microsoft CELA Data Science and Analytics



Cardiovascular disease, sudden unexpected infant death, and m= Microsoft

breast cancer research using differential privacy

_ ) . Areas of research
The cardiovascular disease (CVD) prevalence rate is 118.0934 per 1,000, a5 @ cardiovascular disease (CVD)

compared to 118.1486 per 1,000 using differential privacy Sudden unexpected infant death (SUID)

Wisconsin breast cancer research

Data sourced from OHSU included 446,000 records

Analysis

@ ACtuaI reSUItS Differential privacy @® CVD Prevalence rate

resu Its CVD Rate for age group
CVD Rate for age group

)
CVD Prevalence rate CVD Prevalence rate CVD Rate for age group (40-55)
CVD Rate for age group (55-70)
118.093446 118.148572 A
CVD Rate for race (Amind)
CVD Rate for race (Asian/PI)
CVD Rate for race (Black/AfAm)
CVD Rate for race (White)
Mean of age of CVD patient:

0-20)

(
(20-40

100 100

50 50
Differential privacy introduces relatively small

inaccuracies, or statistical noise, into the
calculations. These inaccuracies are large
enough to protect privacy, but small enough
that the answers provided to analysts and

0 0 researchers are still useful.
Actual Differential privacy

Data source: CDC, University of Wisconsin, and OHSU Microsoft CELA Data Science and Analytics

Differential privacy ~

Additional examples



Cardiovascular disease, sudden unexpected infant death, and m= Microsoft

breast cancer research using differential privacy

Areas of research

The infant mortality rate is 5.7400 per 1,000, as compared to 5.7399 per Cardiovascular disease (CVD)
1,000 USing differential privacy @ Sudden unexpected infant death (SUID)

Wisconsin breast cancer research

Data sourced from CDC included 3,700,000 records

. . . Analysis
Actual results - Differential privacy ! |
H @® Infant Mortality rate
results SUID Rate
SUID Rate for gender (F)
Infant Mortality rate Infant Mortality rate SUID Rate for gender (M)
6 6 SUID Rate for mother's race (American Indian ...

SUID Rate for mother's race (Asian / Pacific Isl...
SUID Rate for mother's race (Black)
SUID Rate for mother's race (White)

4 4

5 5 Differential privacy introduces relatively small
inaccuracies, or statistical noise, into the
calculations. These inaccuracies are large
enough to protect privacy, but small enough
that the answers provided to analysts and

0 0 researchers are still useful.

Actual Differential privacy

Data source: CDC, University of Wisconsin, and OHSU Microsoft CELA Data Science and Analytics

Differential privacy ~

Additional examples



Cardiovascular disease, sudden unexpected infant death, and m# Microsoft

breast cancer research using differential privacy

) . Areas of research
The breast cancer malignant rate is 37.2583 per 100, as compared to Cardiovascular disease (CVD)

36.7669 per 100 using differential privacy Sudden unexpected infant death (SUID)

@® Wisconsin breast cancer research

Data sourced from University of Wisconsin, Clinical Sciences Center included 569 records

. . . Analysis
Actual results - Differential privacy >
H @ Malignant rate
@ results Mean of benign tumor radius
Mean of malignant tumor perimeter
Malignant rate Malignant rate Mean of malignant tumor radius
40 40 Number of patients

30 30

20 20
Differential privacy introduces relatively small

. - inaccuracies, or statistical noise, into the
calculations. These inaccuracies are large
enough to protect privacy, but small enough
that the answers provided to analysts and

0 0 researchers are still useful.

Actual Differential privacy

Data source: CDC, University of Wisconsin, and OHSU Microsoft CELA Data Science and Analytics

Differential privacy ~

Additional examples



Microsoft and Harvard
Institute for Quantitative
Social Science

An open collaboration to build a
platform for differential privacy

« Platform and algorithms open to all
developers, researchers, companies
worldwide to ensure transparency and

build trust
https://github.com/opendifferentialprivacy

* A royalty-free license under Microsoft's
own differential privacy patents will be
granted to the world

» Builds on Microsoft's work around
homomorphic encryption and confidential
computing, which looks to advance security
in the cloud.



https://github.com/opendifferentialprivacy

Differential Privacy References

- Cynthia Dwork’s brief A Firm Foundation for Private Data Analysis,
written for a broad technical audience

Differential Privacy: A Primer for a Non-technical Audience, the
product of a working group of the Privacy Tools for Sharing Research
Data project at Harvard University

- John Kahan's LinkedIn article on the collaboration between Microsoft
and Harvard’s Institute for Quantitative Social Science



https://www.microsoft.com/en-us/research/wp-content/uploads/2011/01/dwork_cacm.pdf
https://salil.seas.harvard.edu/files/salil/files/differential_privacy_primer_nontechnical_audience.pdf
https://www.linkedin.com/pulse/microsoft-harvards-institute-quantitative-social-science-john-kahan/

THANK YOU!



= Microsoft

Al in the Real World

Ted Way, PhD
Senior Program Manager,
Azure Cloud Al Systems and Technology

tedway@microsoft.com
in /in/tedway W @tedwinway

United States Telecommunications Training Institute
December 10, 2020

Please Do Not Reproduce Without Permission




&Nodule Viewer 1.3

Case Information | Enable buttons
Name: 0 :

Brightness Adustment
Registration Number Begin Observer |

Cusr nodule; - ,S tyd_ym i

4095
Lung

Case Number: | Hide ROI Boxes Soft Tissue| | -l

) Vi i 20 I
Exagis Dats: iewing image ( of 163

Nodule Number: ‘1 Add Nodule \

Clear ROI ‘
® Module Navigation

University of Michigan D
Health System

Load CAD Load Next I

Observer study

Likelihood of Malignancy (%)
0 10 20 30 40 50 60 70 80 90 100%

J
-

Recommended action

(" Noaction ¢ CTfollowup  Immediate

Cavitation present
" Yes U No
Likelihood of non-benign calcification (3 = definttely calcified)
I - B
Nodule Edge

C Smooth  (* Lobulasted (¢ >Piculated/
[rregular

Attenuation type (or texturs]

" Soid ¢ GGO T Mixed

_ ‘ Zoom In Prev Image
Additional Comments |

Zoom Out

Next Image

Image Series Number. 2 Reconstruction Interval [microns): 2000




Al demands more and more

% ................................................................................................................

Data explosion: 2013 4.4 ZB - 2025 175 ZB

Machine Learning & Al proliferating 1 1011010100
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Interactive user experiences

Autonomous decision making

4.4 7B 175 ZB

Cloud-scale services

Converting data to intelligence



Overview

- Predictive maintenance of solar batteries in Africa
- Covid-19 safety: social distancing measurements
- Automatically extracting data from reports

- Manufacturing defect analysis



Al Platform
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edge
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edge

Cloud
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Pre-built Custom

GPU
FPGA
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Al transcription demo



Case Studies



M-KG) PA'SOLAR

Using the Cloud and loT to deliver safe,
affordable energy in Africa

M-KOPA Solar
Africa




. Microsoft | Corporate Social Responsibility Broadband access  Airband partnerships  Airband technology All Microsoft ~ Search O Cart W Sign in

—— _._,,,," - pma—
-

Closing therural
broadband gap

Many rural areas lack broadband access, limiting their ability to thrive in a

S

digital economy. The Airband Initiative brings affordable broadband accessto = == "!-E
everyone. :.__,:.',‘

P Play video on Airband Initiative
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Case study 1: M-Kopa

Kick-started pay-as-you-go solar market in Africa

Predicting failures of solar-charged batteries

Clean, bright, 24" HD TV, bright lights, 32" HD TV and more Reliable refrigeration
affordable light and and phone charging to lights for super-charged and lighting to make

phone charging connect your home to the viewing your business stand out

world



Anomaly detection
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Safe spaces



Case study 2: RXR

- Customer overview
- 3rd Jargest real-estate owner in New York City with 230000 m? of space

- Problem to solve
- Helping tenants navigate the “new abnormal” of COVID-19 and beyond




Computer Vision
for Spatial Analysis
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Oil and gas



Case study 3: Chevron data mining

- Customer problem

- Numerous custom, unstructured drilling and completions reports in PDFs
for entry into spreadsheets
- Each well generates dozens of reports
- Each report 70-100 pages

- Manually analyzing and copying and pasting critical data from drilling and
completion reports into backend systems




OCR (Read) Overview
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Form Recognizer

Easily extract text, keys, and tables from your documents

Form 506-T
9

(June 201

Department of the Treasury
Internal Revenue Service

Request for Transcript of Tax Retum
» Do not sign this form unless all applicable lines have been completed.

P Request may be rejected if the form is incomplete or illegible.
P For more information about Form 4506-T, visit www.irs.gov/form4506t.

OMB No. 1545-1872

Tip. Use Form 4506-T to order a transcript or other return information free of charge. See the product list below. You can quickly request transcripts by using
our automated self-help service tools. Please visit us at IRS.gov and click on “Get a Tax Transcript...” under “Tools” or call 1-800-908-9946. If you need a copy
of your retum, use Form 4506, Request for Copy of Tax Return, There is a fee to get a copy of your return.

1a Name shown on tax return. If a joint return, enter the name
shown first.

Haas Jonathan

1b First social security number on tax return, individual taxpayer identification
number, or employer identification number (see instructions)

234-65-2134

2a If ajoint retum, enter spouse’s name shown on tax return,

Haas Mary

2b Second social security number or individual taxpayer
identification number if joint tax return

543-05-3243

3 Current name, address (including apt., room, or suite no.), city, state, and ZIP code (see instructions)

12345 Main St. Palo Alto, CA 98473 USA

4 Previous address shown on the last return filed if different from line 3 (see instructions)

12345 Main St. Palo Alto, CA 98473 USA

Name: Haas Jonathan
Spouse Name: Haas Mary
First SSN: 234-65-2134
Second SSN: 543-05-3243
Current Address:

12345 Main St. Palo Alto,
CA 98473 USA

Previous Address:

12345 Main St. Palo Alto
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Case study 3: Solution

- Use Form Recognizer to extract data
- Use robotic process automation to enter data into backend systems

- Streamlined operations
- Enables analysis with greater speed, accuracy, and depth
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Form Recognizer
Optical Character Rec

Read full story here
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Mixed Languages...

FOOD . LANOURRITURE . DIE NAHRUNGSMITTEL . LOS ALIMENTOS . IL CIBO

nuts and dried fruit . les noix et les fruits secs . die Niisse und das Dorrobst

* los frutos secos -

pine nut . le pignon
. die Piniennuss
. el pifién . il pinolo

\

brazilnut . la noix du
Brésil . die Paranuss

*la nuez de Brasil

*la mandorla brasiliana

&€
ftg

macadamia

le macadamia

die Macadamianuss

la macadamia

la noce di macadamia

sultana . le raisin de
Smyrne . die Sultanine

le noci e la frutta secca

7

WY

pistachio . la pistache
* die Pistazie - el
pistacho . il pistacchio

pecan . la noix
pacane . die Pecannuss
-lapacana . la

noce pecan

fia - la fique . die
Feige . el higo - il fico

raisin . le raisin sec
s dle Rosme la pasa

inneiel fihet =

ahm in allo

N
cashewnut . la noix
de cajou . die
Cashewnuss - el
anacardo . l'anacardio

almond . I'amande
. die Mandel .
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Manufacturing



Case study 4: Jabll JdABI L

- Vision: Be the most technologically advanced and trusted manufacturing
solutions provider

- Manufacturing defect analysis
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Low-code/no-code Al



Low-code/no-code Al



£ Search by name, tags and description ‘ Flight Delays o3

96 assets in total 9 I c;’—\utosave on 2 Chmdmm I M 100% aQ K b R

Applies a mathematical operation 1o column

values.

9/7/2020

E] Flight Delays Data

! Apply SQL Transformation
A Microsoft
Runs a SALite query on input datasets to
transform the data.

97772020

T Clean Missing Data
A Microsoft

Specifies hc-x-u-‘@ handle the values missing from a
dataset.
9/7/2020

ﬂ; Mormalize Data

G Clip Values

A Microsoft

Detects outliers and clips or replaces their values.
9/7/2020

£ Convert to CSV
2 Microsoft
Converts data input to a comma-separated values
format.
9/7/2020

f_jﬂ Convert to Dataset
2 Microsoft
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Conclusions



Conclusions and Takeaways

- All stakeholders have roles and responsibilities
- Enabling policy, and technology as a solution

- Al technology is real and used all over the world
- Al may move faster than policy can keep up



= Microsoft

Thank you!



Resources

- https://www.microsoft.com/en-us/corporate-responsibility/airband

- Social distancing

- https://customers.microsoft.com/en-us/story/843823-rxr-realty-reopens-for-business-using-azure-iot
- Form recognizer

- https://customers.microsoft.com/en-us/story/chevron-mining-oil-gas-azure-cognitive-services
- Manufacturing

- https://customers.microsoft.com/en-us/story/811123-jabil-discrete-manufacturing-teams

- https://azure.microsoft.com/en-us/services/cognitive-services/

- https://azure.microsoft.com/en-us/services/machine-learning/



